Leveraging Web Services — A Real World Example
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What This Is — What It Is Not

This is not a “best practices” discussion but
real world overview of how we did it at
ThermoFisher and how we changed our
approach with CF2016 and the APl Manager




« Soap Example
« RESTful Example
¢ Our Challenge

* Decisions We Faced
« REST VS SOAP
 Authentication
 Tracking
» Leveraging CF 2016 and the APl Manager
« Security
» Testing
« Swagger Docs
« Dashboard (Tracking)
* Application Demo
* Questions
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Basic SOAP

<cfcomponent output="false" style="document">

<cffunction name=" getAuthorDetails " access="remote" output="no" returntype=" query”
hint="returns author details”>

<cfargument name="authorid" required="false" default="0" type=“numeric”>

<cfquery name="gAuthorDetails" datasource="#request.readDSN#">
select * from app.authors
<cfif arguments.authorid>
where authorid = #arguments.authorid#
</cfif>
</cfquery>
<cfreturn gAuthorDetails>
</cffunction>
</cfcomponent>
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Calling SOAP

Pass Optional argument with value

<cfinvoke webservice="http://localhost/webservices/authorSoap.cfc?wsdl"
method=" getAuthorDetails " returnvariable=“authDetails">
<cfinvokeargument name="authorid" value="“5" />

</cfinvoke>

Pass Optional argument without value
<cfinvoke webservice="http://localhost/webservices/authorSoap.cfc?wsdl"
method=" getAuthorDetails " returnvariable="authDetails">

1113

<cfinvokeargument name="authorid" value="* omit="true” />

</cfinvoke>
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Basic REST

<cfcomponent rest="true" restpath="/authors" displayname="authors" >

<cffunction name="getAuthorDetails" access="remote" httpmethod="GET"
returntype="any" restpath="{authorid}" produces="application/xml">

<cfargument name="authorid" required="true" restargsource="Path"/>
<cfquery name="gAuthorDetails" datasource="#request.readDSN#">
select * from app.authors
where authorid = #arguments.authorid#
</cfquery>
<cfreturn gAuthorDetails>
</cffunction>
</cfcomponent>
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Register Your REST Service - ColdFusion 10
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Register Your REST Service - CF2016

4 ) (0 | 127.0.0.1:8500/CFIDE/administratar/index.cfm @ || Q search % B8 + f 4 © & & w2 |~
IDisable™ JuCookies™ # €55~ [dForms™ [Elmages™ @Information~ [EMiscellaneous™ #Outline™ #*Resize™ & Tools™ MlView Source™ [11Options™ Q0

Server: cfusion
Expand Alls) / Collapse Al

¥ SERVER SETTINGS
() Server has been updated successfully

Settings

Request Tuning Data & Services > REST Services

Caching

Client Variables Register your applications and folders. ColdFusion automatically registers CFCs found in the registered folders.
Memory Variables

Mappings

Mail = =

Scheduled Tasks Add/Edit REST Service

WebSocket Root path C:/ColdFusion2016/cfusion/vawwroot/rest2/

Erzaz Application path or root folder where CFCs reside

Font Management

Document Host localhost:8500 e
Java and JVM

i S Host name for the REST senvice. Example: localhost:8500 (Optional)

= DATA, B SERVICES, Service Mapping resthpd
Data Sources
ColdFusion Collections
Solr Server

Web Senices

Alternate string to be used for application name while calling REST senice. Example: http://localhost/rest/{service mapping}/test (Optional)

Set as default application =

REST Services o emm—
Flex Integration
PDF Senice

} DEBUGGING & LOGGING

b SERVER MOHITORING

} EXTENSIONS

P EVENT GATEWAYS.

b SECURITY

P PACKAGING & DEPLOYMENT
P ENTERPRISE MANAGER

} SERVER UPDATE

Set an application as default to exclude the application name in the URL while calling the web sernice. One default application is allowed for a host.
Example http://localhost/rest/path

Active ColdFusion REST Services

Actions Root Path Service Mapping

) B = C-\ColdFusion2016\cfusionwwwroot\rest2016 rest2016

Default
NO

Host
localhost-8500

© 1997 - 2015 Adobe Systems Incorporated and its licensors. All Rights Reserved.

Motices, terms and conditions pertaining to third party software are located at hitp: and by reference herein
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Calling Your REST Service

» <cfhttp url="http://localhost/rest/summitRest/authors/1" result="restResult"
method="get">

* </cfhttp>

11 Proprietary & Confidential



Our Challenge

» Provide our customers access to Thermo
Fisher products real time on their own campus

» Make it super simple for customers to
purchase and retrieve our products

* The products needed to be securely stored
and refrigerated

 Inventory and replenishment needed to be
automatic
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Decisions We Faced

MIDDLEWARE
<> (Corporate Architecture
Requirement)
SOAP VS. RESTful
I DOCUMENTATION
TESTING
APP LAYER SECURITY
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Initial Solution — SOAP VS. RESTful

Soap
*RESTful not supported by CF8
Middleware utilized SOAP

RESTful
*CF 10 introduced REST support
*Approval to bypass middleware
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Initial Solution — SOAP VS. RESTHul

SOAP RESTful
Documentation Documentation
- WSDL * No self documenting tools for REST

* Unfamiliar with SWAGGER
 Hand coded in CFML

Testing Testing
e Custom CFML Test Harnesses « Custom CFML Test Harnesses
« SOAP UI « POSTMAN / BOOMERANG
Security Security
- Security handled by Oracle OFM Middleware * Coded

— Server Recognition

15  Proprietary & Confidential



Initial Solution — Books RESTful Code Snippet

<cfcomponent rest="true" restpath="/books" displayname="books" extends="packetTracking">

<cffunction name="getBookDetailsJSON" access="remote" hitpmethod="GET" returntype="any"
restpath="{bookid}" produces="application/json">

<cfargument name="bookid" required="true" restargsource="Path" type="string">
<cfinclude template="inc_tracking.cfm">
<cfquery name="gBookDetails" datasource="#request.readDSN#">

select b.bookid, a.firstname, a.lastname, a.authorid, b.title, b.bookimage, b.bookdescription,
b.isspotlight, b.genre

from app.books b, app.authors a

where a.authorid = b.authorid

and b.bookid = #arguments.bookid#
</cfquery>

<cfset temp = restThrow(throw="false", errorCode="200", message="OK", detail="Action completed
successfully.", data="#serialize JSON(qgBookDetails)#", sourcename="#getfunctioncalledname()#")>

<cfreturn gBookDetails>

</cffunction>
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Initial Solution — inc_tracking.cfm Snippet

<cfset httpRequest = getHTTPRequestData()>
<cfset request.rest = {}>

<cfset request.rest["sessionld"] = createUUID()>
<cfset request.rest["tsStart"] = now()>

<cfset request.rest["restPath"] = CGI.PATH_INFO>

<cfif isDefined('httpRequest.Headers.Authorization')>
<cfset request.rest["authString"] = ToString(ToBinary(
ListLast(GetHT TPRequestData().Headers.Authorization," ") ))>
<cfset request.rest["'memberEmail"] = ListFirst(request.rest.authString,":")>
<cfset request.rest['memberPassword"] = ListLast(request.rest.authString,":")>
<cfelse>
<cfset request.rest["authString"] = "NA">
<cfset request.rest["memberEmail"] = "NA">
<cfset request.rest["memberPassword"] = "NA">
</cfif>

<cfset theDir=GetDirectoryFromPath(GetCurrentTemplatePath())>
<cfset packetFileName = theDir & "packetTracker.x|s">
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Initial Solution — inc_tracking.cfm cont.

<cfif FileExists(packetFileName)>

<cfspreadsheet action="read" src="#packetFileName#" sheethame="packets"
name="packetTracker">

<cfset spreadsheetAddRow(packetTracker,"#request.rest.sessionld#,#request.rest.restPath# ,
#request.rest.authString#,,,, #request.rest.tsStart#",2,1)>

<cfspreadsheet action="write" filename="#packetFileName#" name="packetTracker"
sheetname="packets" overwrite=true>

<cfelse>

<cfset theSheet = SpreadsheetNew("packetTracker")>

<cfset spreadsheetAddRow(theSheet,"sessionld,restPath,authString,responseStatusCode,
responseStatusMessage,responseStatusDetail,responseData,tsStart, tsEnd",1,1)>

<cfset spreadsheetAddRow(theSheet,"#request.rest.sessionld#,#request.rest.restPath#,
#request.rest.authString#,,,, #request.rest.tsStart#",2,1)>

<cfspreadsheet action="write" filename="#packetFileName#" name="theSheet"
sheetname="packets" overwrite=true>

</cfif>
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Initial Solution — tracking.cfc Snippet

<cffunction name="restThrow" returntype="STRING">

<cfargument name="errorcode" type="any" default="" required="false">

<cfargument name="message" type="string" default="" required="false">

<cfargument name="detail" type="string" default="" required="false">

<cfargument name="data" type="string" default="" required="false">

<cfargument name="throw" type="boolean" default="true" required="false" hint="determines
whether or not to throw the actual exception">

<cfargument name="sendNotification" type="string" default="AlINon200s">

<cfargument name="sourcename" type="string" default="none">

<cfset returnval = serializeJSON(arguments)>

<cfset theDir=GetDirectoryFromPath(GetCurrentTemplatePath())>
<cfset packetFileName = theDir & "packetTracker.xIs">

<cfspreadsheet action="read" src="#packetFileName#" sheethame="packets"
name="theSheet">

<cfset spreadsheetAddRow(theSheet, #request.rest.sessionld#,, #arguments.errorcode#,
#arguments.message#,#arguments.detail#,'#arguments.data#', #NOW()#",2,1)>

<cfspreadsheet action="write" filename="#packetFileName#" name="theSheet"
sheetname="packets" overwrite=true>
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Manual Tracking Spreadsheet

[ Al -~ fe | sessionid k
A B & D E F G ‘i

sessionld IrestPath authString atusCode  respor M responseStatusDetail responseData
A2428B8C-ACBA-BCID-3771263E9DASAT06 200 OK Action completed successfully. {"COLUMNS" ["AUTHORID","FIRSTNAME","LASTNAME","BIQ","ISSPOTLIGHT"],"DATA"||
A2428B8C-ACBA-BCID-3771263EIDABAT06 /summitRest/authors/authorsList NA
A23404BE-9FD0-CB15-567F5074FBDESESD Variable QAUTHORDETAILS is undefined.
A23404BE-9FD0-CB15-567F5074FBDESESD /summitRest/authors/authorsList NA
3F3BA5AT-9142-867C-874DEFOD4CIFCEFB 200 OK Action completed successfully. {"COLUMNS"["AUTHORID","FIRSTNAME","LASTNAME","BIO","ISSPOTLIGHT"],"DATA": |
3F38A5AT-9142-867C-8TADEFOD4CIFCEFB /summitRest/authors/8 NA
3F3509B9-C2D9-9801-875905AD1EGEDD28 200 OK Action completed successfully. {'COLUMNS"["AUTHORID""FIRSTNAME" "LASTNAME","BIO","ISSPOTLIGHT"],"DATA" |
3F3509B89-C2D09-9801-875905AD1EGEDD28 fsummitRest/authors/1 NA
3F329A96-C1EF-0AT78-7922F3D8BI5EI535 404 Author not found An author with 1D 588 was not found
3F329A96-C1EF-0ATS-7922F3D8BI5EI535 /summitRest/authors/588 NA

2[z)2(a(z 2|z ]s[2[a )]0 ~||n| s |w]s]=

20
2
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
d 40
4
42

3BEBF2BC-A1A5-FETF-ECES5106B1ASEN1A
3BEBF2BC-A1A5-FETF-ECES5106B1AIEN1A
3BDD3932-B434-8274-85994536B5FEEBSD
3BDD3932-B434-8274-85994536B5FEEBSD
3BD1D3F3-9670-7TBFA-AAF28407B7BFETES
3BD1D3F3-9670-7TBFA-AAF28407B7BFETES
3BCFBDD7-072B-AD27-3F4EBB664580A175
3BCFBDD7-072B-AD27-3F4EBB664580A175
3BC4B089-0245-2F01-27F32985BD 18466A
3BC4B089-0245-2F01-27F329858D 1B466A
3BC45419-B558-5463-6E2E1837FFIAB0B0
3BC45419-B558-8463-6E2E1837FFIAB0B0
3B756C80-F9B4-C484-60C58D6A34BAB080
3B756C80-FIB4-C484-60C58D6A34BAS080
3B3E0164-939A-ED66-EF83602476514C40
3B3E0164-939A-ED66-EFB36D2476514C40
3B3AD491-B8FA-3961-26152CCBFCH0B382
3B3AD491-B8FA-3961-26152CCBFCE0B3B2
3AF2041F-0386-3172-31302555315A4327
3AF2041F-0386-3172-31302555315A4327
3AEEC1DE-ABD2-61C5-TFE64E3B1FFI854F
3AEEC1DE-ABD2-61C5-TFE64E3B1FFI854F
3AE1FB01-ACB4-97B2-22AT0FA56DA61348
3AE1FB01-ACB4-97B2-22AT0FA56DA61348
3ACE1CEF-D6D-6B65-D614D473ESBBATEC
3ACE1CEF-D56D-6B65-D614D473ESBBATEC
39548919-FEEE-DCBA-55C83DB00BTIS5ES
39548919-FEEE-DCBA-55C83DB00BTI85EG
39483033-D376-5209-F72998TALA453504
39483033-D376-52D9-F729957A5A45635D4
39362569-EF90-63EB-BSDF1AE4EFCDE104

fsummitRest/books/16
/summitRest/books/bookUpdate
/summitRest/books/baokAdd
/summitRest/books/bookList
IsummitRest/books/5/ xml

/summitRest/books/a/.json

/summitRest/authors/authorUpdate

/summitRest/authors/16

/summitRest/authors/authorUpdate

/summitRest/authors/authorAdd

/summitRest/authors/authorAdd

/summitRest/authors/authorAdd

/summitRest/authors/authorAdd

/summitRest/authors/588

IsummitRest/authors/s

super@demodata com:demo
super@demodata.com:demao
super@demodata.com:demo
NA

MNA

NA

super@demodata.com:demo
super@demodata.com:demao
super@demodata.com:demo
super@demodata com:demo
super@demodata.com:demao
super@demodata.com:demo
super@demodata.com:demao
MNA

NA

200 OK

200 OK

200 OK

200 OK

200 OK

200 OK

406 Bad Request

200 OK

200 OK

200 OK
Variable QADDAUTHOR is undefined.
Variable QADDAUTHOR is undefined.
Variable QAUTHORDETAILS is undefined.

404 Author not found

200 OK

200 OK

Action completed successfully.
Action completed successfully.
Action completed successfully.
Action completed successfully.
Action completed successfully.
Action completed successfully.
isspotlight is not provided

Action completed successfully.
Action completed successfully.

Action completed successfully.

An author with 1D 588 was not found

Action completed successfully.

Action completed successfully.

{"EXECUTIONTIME":16,"SQL""\n\t\t\t\tdelete from app_books\n\titititwhere bookid = 16 ","H
{"EXECUTIONTIME":0,"SQL":"\n\tW\t\tupdate app.books'nitit\t\tset authorlD = 1. \nibtitittith

{"EXECUTIONTIME™0 "IDENTITYCOL" 22 "SQL" "in\tt\t\tinsert into app books (authorid, ti

{"COLUMNS":["BOOKID"."FIRSTNAME","LASTMAME","AUTHORID","TITLE", " THUMBNAIL|
{"COLUMNS".["BOOKID","FIRSTNAME","LASTMAME","AUTHORID","TITLE","BOOKIMAG

{'COLUMNS" ["BOOKID","FIRSTNAME" "LASTNAME" "AUTHORID","TITLE","BOOKIMAG

{"EXECUTIONTIME™15,"SQL""\r\n\t\t\t\tdelete from app authors\rinit\t\t\twhere authorlD = |

{"EXECUTIONTIME":31,"SAL":"\rin\tit\t\tupdate app.authorsirinititit'tset firstname = John

{"EXECUTIONTIME™-0_"IDENTITYCOL" 21 "SQL" "\n't\t\t\tinsert into app authors (firstnam

{'COLUMNS"["AUTHORID","FIRSTNAME","LASTNAME","BIO","ISSPOTLIGHT"],"DATA™ |

{"COLUMNS"™["AUTHORID"
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Initial Solution — Books RESTful Code Snippet

<cffunction name="addBook" access="remote" htipmethod="POST" returntype="any"
restpath="bookAdd">
<cfargument name="structData" type="struct" required="true" >

<cfinclude template="inc_tracking.cfm">
<cfinclude template="inc_auth.cfm"> <&Security Call

<cfquery name="gAddBook" datasource="#request.readDSN#" result="insertResults">
insert into app.books (authorid, title, bookimage,thumbnailimage,
bookdescription, isspotlight, genre)
values (#structData.authorid#, #trim(structData.title)#,
‘H#trim(structData.bookimage )#', "#trim(structData.thumbnailimage)#,
"H#trim(structData.bookdescription)#', ‘#structData.isspotlight#,
‘H#trim(structData.genre)#')
</cfquery>

<cfset temp = restThrow(throw="false", errorCode="200", message="0OK", detail="Action
completed successfully.", data="#serializeJSON(insertResults)#",
sourcename="#getfunctioncalledname()#")>

<cfreturn insertResults>
</cffunction>
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Initial Solution — Calling API With Security

<cfset variables.startStr = "super@demodata.com:demo">
<cfset variables.base64Str = toBase64(variables.startStr)>

<cfset variables.jsonStr = {firsthame="John", lasthame="Stone", bio="John is from Carlsbad CA",
isspotlight ="Y"}>
<cfset variables.dataString = SerializeJSON(variables.jsonStr)>
<cfhttp url="http://localhost/rest/summitRest/authors/authorAdd" result="restResult" method="post">
<cfhttpparam TYPE="Header"
name="content-type"
value="application/JSON">
<cfhttpparam type="Header"
name="Authorization"
value="#variables.base64Str#">
<cfhttpparam TYPE="Body"
name="structData"
value="#variables.dataString#">

</cfhttp>
<cfdump var="#restResult#">
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Initial Solution — inc_auth.cfm

<cfset LOCAL.EncodedCredentials = GetHTTPRequestData().Headers.Authorization>
<cfset LOCAL.Credentials = ToString(ToBinary( LOCAL.EncodedCredentials ))>
<cfset LOCAL.memberEmail = ListFirst( LOCAL.Credentials, ":" )>

<cfset LOCAL.memberPassword = ListLast( LOCAL.Credentials, ":" )>

<cfquery name="getMember" datasource="#request.readDSN#">
select *
from app.members
where lower(email)="#lcase(LOCAL.memberEmail )#
and memberpassword="#LOCAL.memberPassword#'
and isactive =Y’
</cfquery>
<cfif getMember.recordcount EQ "0">
<cfthrow errorcode="401" message="Unauthorized!" type="401" detail="Username or
Password incorrect">
<cfelse>
<cfset arguments.memberid = getMember.memberid>
<cfset arguments.memberfname = getMember.firsthame>
<cfset arguments.memberlname = getMember.lastname>
<cfset arguments.memberemail = getMember.email>
<cfset arguments.memberisadmin = getMember.isadmin>
</cfif>
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ColdFusion 2016 and APl Manager

Then Came CF 2016
And
The APl Manager
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Create API| — Registered REST services

€ ) ()| usfrd-scappl-dd.dev.invitrogen.net:8500/CFIDE/administrator/index.cfm c

B8 9 ¥+ h A4 0 & B = - =

IDisable™ uCookies™ # C55¥ [JForms™ [Elmages~ @Information™ [ Miscellaneous™ # Outline™ ¢ Resize™ ;& Tools™ MView Source™ |1L|Options™ Q0.

| Locout

Server: cfusion
Zxpand Al / Callapse Alld

~ SERVER SETTINGS

Data & Services > REST Services

Settings
=] Register your applications and folders. ColdFusion automatically registers CFCs found in the registered folders.
Caching
Client Variables
Memory Variables
Mappings Add/Edit REST Service
Scheduled Tasks
WebSocket Application path or raot folder where GFCs reside
Charting
Font Management Host
Document Host name for the REST senvice. Example: localhost:8500 (Optional)
Java and JVM
Settings Summary Service Mapping
~ DATA & SERVICES Alternate string to be used for application name while calling REST service. Example: http://localhost/rest/{senice Mtest (Optional)
Data S
oa mouiees Set as default application [

ColdFusion Collections
Set an application as default to exclude the application name in the URL while calling the web senice. One default application is allowed for a host.
Solr Server N
) Example http://localhost/rest/path
Web Senices

REST Services

Flex Integration

PDF Senice
P DEBUGGING & LOGGING Active ColdFusion REST Services
P SERVER MONITORING . . _
Actions Root Path Service Mapping Default Host
P EXTENSIONS
48 & D:\weblcommerce.qaz.invitrogen.comiscms'restd restTestd NO
b EVENT GATEWAYS
P SECURITY L& = D blcommerce_qa2 invitrogen com\scms'rest? restTest YES
} PACKAGING & DEPLOYMENT 4B x D:\web\commerce.ga2.invitrogen.com\scms'restMobile restMobile NO
P ENTERPRISE MANAGER

b SERVER UPDATE

© 1887 - 2016 Adobe Systems Incorporated and ifs licensors. All Rights Reserved

Notices, terms and conditians pertsining to third party software are located st hitp:/ andi by reference herein.
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CF2016 Administrator — Allow REST Discovery

B ColdFusion Administrator % \O Thermo Fisher Scientific x ‘ ar

€ ) (0 | 127.0.01:8500/CFIDE/administrator/index.cfm ¢ || Q Search * | B8 + i 4 © & B ®2 |~ |
DIDissble™ Cookies™ # CS5* [JForms~ [Eimages™ @nformation~ [HMiscellaneous™ # Outline™ #*Resize™ & Tools~ @lView Source™ [l Options™ (% X %]
Adobe ColdFusion 5 Rele Administratol | ® ® @ | Locou
Server: cfusion Allowed file extensions for CFInclude tag
Expand Allz) / Collapse Al =
¥ SERVER SETTINGS Specify the file extensions as a comma separated list which gets compiled when used in the CFinclude tag.
Settings o ———
Request Tuning Application.cfc/Application.cfm lookup order
Caching Default order
Client Variables Until webroot
Memory Variables @ In webroot
Mappings Specify the option ColdFusion should use to search for an Application cfc/Application cfm if it is not found in the current folder. By default, ColdFusion will search until the system root.
Mail
Scheduled Tasks Error Handlers
WebSocket
Charting Missing Template Handler

Font Management
Document

Java and JVM
Settings Summary

Specify the relative path to the template to execute when ColdFusion cannot find a requested template.

Site-wide Error Handler

¥ DATA & SERVICES Specify the relative path to a template to execute when ColdFusion encounters errors while processing a request.
Data Sources
ColdFusion Collections Request Size Limits
Solr Server
Web Senvices Maximum number of POST request parameters 100
REST Senvices Maximum number of parameters in a POST request sent to the server. ColdFusion rejects requests if the POST parameters exceed the limit you specify.
Flex Integration
PDF Senice Maximum size of post data 20 MB
Limits the amount of data that can be posted to the server in a single request. ColdFusion rejects requests larger than the specified limit.
b DEBUGGING & LOGGING
b SERVER MONITORING Request Throttle Threshold 4 MB
P EXTEMSIONS Requests smaller than the specified limit are not handled by the throttle.

b EVENT GATEWAYS
Request Throttle Memory 200 MB

¥ SECURITY Limits total memory size for the throttle. ColdFusion queues requests if there is not enough total memory available. Any request larger than this limit will not be processed.

» PACKAGING & DEPLOYMENT
P ENTERFRISE MANAGER API Manager

} SERVER UPDATE
Allow REST Discovery fj——
Specify whether to allow APl Manager to discover REST senices published in ColdFusion.

Click the button on the right to update Server Settings...

® 1997 - 2016 Adobe Systems Incorpersted and its licensers. All Rights Reserved.

26  Proprietary & Confidential



APl Manager Administrator — Server Discovery
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Create API - Import REST API From ColdFusion
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Create API - Select RESTful Service to Import
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Create API| - REST Import Complete
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Create API - Apply Authentication
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Create API - Confirm Authentication
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Create API — Select Resources
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Create API — Select Get
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Set Authentication To “None”
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Create API — Select Post
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Create API — Confirm Authentication

37  Proprietary & Confidential



Create AP| — Save Changes
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Test API - Get
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Test API - Get
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Test API - Get
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Test API - Get
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Compare Code - Get

<cffunction name="getBookDetails" access="remote" httpmethod="GET" returntype="any"
restpath="{bookid}" produces="application/json, application/xm|">

<cfargument name="bookid" required="true" restargsource="Path" type="string">

<cfquery name="gBookDetails" datasource="#request.readDSN#">

select b.bookid, a.firstname, a.lasthame, a.authorid, b.title, b.bookimage, b.bookdescription,
b.isspotlight, b.genre

from app.books b, app.authors a
where a.authorid = b.authorid
and b.bookid = #arguments.bookid#

</cfquery>

<cfreturn gBookDetails>
</cffunction>
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Compare Code — Call Get

<cfhttp url="http://localhost:9100/rest2016/v1.0/books2016/24" result="restResult" method="get*>
<cfhttpparam type="header" name="Accept" value="application/json" />

</cfhttp>

<cfdump var="#restResult#">

<cfhttp url="http://localhost:8500/rest/rest2016/books2016/24/.xml" result="restResult2" method="get">
</cfhttp>
<cfdump var="#restResult2#">
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Test API| - Post
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Test API| - Post

API Manager Portal admin ¥ ®

* Authentication

POST ¥ /books2016/bookAdd
* Configuration

Parameters
» CORS
Name Type Description Is required Data Type
[E SLAPlans
structData body true struct
(¥ Caching
Body*
% Resources
{"author|D’ "title"™"Test Add", "bookdescription™"still testing
A Testthis API . o e st et o
add", m: . "genre’"testing”, Mn&gg "testjpg",
£, Endpoints “thumbnallimage™“testimagesm aif’)
£t Business Information
Consumes
APPLICATION/JSON -
Run API Call
IE‘ Request Details
URL: 201610, <

Method - POST
Cache-Control - no-cache
Cantent-Type : application/json
F-Modified-Since - 0
Pragma : no-cache
Params :
api_key : 53860cb7cd17437385857a5a65c87230 _

Data: {"authorlD'"T". title” Test Add". "bookdescription'still testing add”. "isspotlight’:"Y". "genre-testing". “testjpg". “thumbnaiimage" i)

<STRUCT ID="1"><ENTRY NAME="1" TYPE="STRING">33</ENTRY><ENTRY NAME="GEMERATEDKEY" TYPE="STRING"»>33</ENTRY><ENTRY NAME="

values (1, 'Test Add’, "test.jpg’, 'testimagesm.gif’, 'still testing add’, "Y', 'testin

< i ] v
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Compare Code

<cffunction name="addBook" access="remote" httpmethod="POST" returntype="any" restpath="bookAdd">
<cfargument name="structData" type="struct" required="true" >

<cfquery name="gAddBook" datasource="#request.readDSN#" result="insertResults">
insert into app.books (authorid, title, bookimage,thumbnailimage, bookdescription, isspotlight, genre)

values (#structData.authorid#, '#trim(structData.title)#', "#trim(structData.bookimage)#',
"H#trim(structData.thumbnailimage)#', '#trim(structData.bookdescription)#',  '#structData.isspotlight#',
‘#trim(structData.genre)#')

</cfquery>

<cfreturn insertResults>

</cffunction>
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Compare Code

<cfset variables.jsonStr = {authorID=1, title="Test Add", bookdescription="sstill testing add", isspotlight="Y",
genre="testing", bookimage ="test.jpg", thumbnailimage="testimagesm.gif"}>

<cfset variables.dataString = SerializeJSON(variables.jsonStr)>

<cfhttp url="http://localhost:9100/rest2016/v1.0/books2016/bookAdd" result="restResult" method="post">
<cfhttpparam TYPE="Header"
name="content-type"
value="application/JSON">
<cfhttpparam TYPE="header"
name="api_key" value="5a860cb7cd17437385857a5a65c87e30">
<cfhttpparam TYPE="Body"
name="structData"
value="#variables.dataString#">
</cfhttp>

<cfdump var="#restResult#">
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Compare Code

<cffunction name="addAuthor" access="remote" httpmethod="POST" returntype="any"
restpath="authorAdd">

<cfargument name="firstname" required="true" restargsource="form" type="string">
<cfargument name="lastname" required="true" restargsource="form" type="string">
<cfargument name="isspotlight" required="false" default="N" restargsource="form" type="string">

<cfargument name="bio" required="false" default="" restargsource="form" type="string">
<cfquery name="gAddAuthor" datasource="#request.readDSN#" result="insertResults">
insert into app.authors (firsthname, lastname,bio,isspotlight)

values (‘#trim(arguments.firsthame)#', '#trim(arguments.lasthname)#',
‘#trim(arguments.bio)#', '‘#arguments.isspotlight#')

</cfquery>

<cfreturn insertResults>

</cffunction>
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Test API

APl Manager Portal

PUT p  /authors2016A/authorUpdate
POST ¥ /authors2016A/authorAdd
Parameters

Name Type Description Is required Data Type

firstname form true string

lastname: form true string

isspotlight form false string

bio form false string

firstname * lastname * isspotlight

admin ¥ ®

‘ Bob | ‘ Jones | | N

bio

‘ Writes mainly science fiction novels |

Consumes

APPLICATION/X-WWW-FORM-URLEN! ~ —

Run API Call

Method : POST

Accept : applicationjson

Cache-Control - no-cache

Content-Type : application/x-www-form-urlencoded
I-Modified-Since : 0

Pragma - no-cache

Params :

api_key - 5a860ch7cd17437385857a5a66c87e30

Data - & i .20mainly%20science% 20fiction%20novelsé&

[Z1 Pacranca Natails
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Compare Code

<cfhttp url="http://localhost:9100/rest2016/v1.0/authors2016A/authorAdd" result="restResult"
method="post">

<cfhttpparam TYPE="Header" name="content-type" value="application/x-www-form-urlencoded">
<cfhttpparam TYPE="header" name="api_key" value="5a860cb7cd17437385857a5a65c87e30">
<cfhttpparam TYPE="FormField" name="firstname" value="Keen">

<cfhttpparam TYPE="FormField" name="lasthame" value="Haynes">

<cfhttpparam TYPE="FormField" name="isspotlight" value="Y">

<cfhttpparam TYPE="FormField" name="bio" value="A retired United States Marine, Keen grew up in
West Virginia. When not coding he can be found riding his Harley">

</cfhttp>

<cfdump var="#restResult#">
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Generating Swagger Docs — Application.cfc

157 RLYS Luery Viewer kg “Apphcation.crc @5 | 5 authorsZUlb.crc [:5 bDooksLUlb.cic [:5 authorsdUlbA.cic

“. “. ab AB 1 try [ (8] /s # @ f7

1= <cfcomponent output="false">

2 <cfparam name="request.readdsn” default="cfbookclub™>

3 <cfset this.name = "bookclubDemc2@le":

4 <ctset this.applicationTimeout = createTimeSpan(2,8,8,8):>

5 <ctset this.clientManagement = "true":

B <cfset this.sessionManagement = “true":

7 <ctset this.loginStorage = "session™>

8 <cfset this.sessionTimeout = createTimeSpan(e,2,28,8)>

9 <cfset this.setClientCookies = "true":

18 <cfset this.setDomainCookies = "true":

11 <ctset this.scriptProtect = "false™>

12 <cfset this.restsettings.generateRestDoc="trus":

13 <cfset this.restsettings.restDocInfo.title="CFSummit">

14 <ctset this.restsettings.restDocInfo.apiVersion="1.8">

15 <cfset this.restsettings.restDocInfo.description="These are the RE5T services used in CF Summit demo™>
16 ¢!--- <cfset this.restsettings.restDocInfo.termOfServicelrl="http://thermofisher.com”»---»
17 <cfset this.restsettings.restDocInfo.contact="keen.haynesf@thermoftisher.com™>

18 ¢!---<cfset this.restsettings.restDocInfo.license="adobe 1.8">--->

19 ¢!---<cfset this.restsettings.restDocInfo.licenselrl="http://thermofisher.com™>--->
28

21 <ctfunction name="onApplicationStart” returnType="wvoid” output="false":

API| Manager Help / Generating Swagger documents
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https://helpx.adobe.com/coldfusion/api-manager/swagger-support.html

Generating Swagger Docs — Resource Listing

(-_ i) | localhost:3500/ rest/rest2016/api-docs qfj— <ColdFusion Server URL: Port Number>/rest/Service Mapping/api-docs

@I:}isalulvav & Cookies™ # €557 [JForms= [Elmages™ @Information™ |5 Miscellaneous™ L/Gutline* fﬂesize* A Tools™ [@View Source™ |0 Options™

{
"apiVersion™:"1.0",
"awaggervVersion™:"1.2",
Tapis™: [
{
"path":"/authors201a"
by
{
"path":"/authors2016A"
by
{
"path":"/books2018"
}
1,
"info":{
"title":"CFSummitc™,
"description”™:"These are the REST services used in CF Summit demo™,
"contact":"keen.haynes@thermofisher. com™
}
}
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enerating Swagger Docs — API Declaration

(-_ (i) | localhost:2500/ rest/ rest2016/api-docs/authors2016A iifj— <ColdF usion Server URL: Port Number>/rest'<Service Mapping>/api-docs/<ResoucePath Name> E1 | ¢ Q Search

@Disable~ LuCookiesw # €55~ [dForms™ [Elmages™ @ Information™ [ Miscellaneous™ # Outline™ #*Resize™ 4 Tools~ [@View Source™ |[1|Options™

"resourcePath":"/authors20164",
mapis": [
{
/authors2016A/ {authorid}",
escription":""
"operations": [

{
"nickname":"gecZuthorDecails"”,
"produces": [

"application/xml",
"application/json"
"parameters": [
{
"name":"authorid",
"paramType": "path",
"allowMultiple™: false,
"required":crue,
"type":"string"
}
1
Yo
{
deleteluthor",
DELETE",
Cbject",
"parameters": [
"name":"authorid”,
"paranType": "path",
"allowMultiple®:false,
"required”:true,
"cype":"string"
}
1
}
1
Yo
i
"path":"/authors20164/authorUpdace”,
escription":"",
"operationa": [
i

"parameters": [
{

"name":"authorID",

"paramType": "form",

"allowMultiple”:false,
"required":tcrue,
"type":"string"

b

{
"name":"firstname",
"paramIype form",
"allowMultiple”:false,

"required”:true,
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Swagger Ul — Calling API Declaration

1) swagger

authors2016

walad  /authors2016/{authorid}
Jauthors2016/authoridy

Response Class (Status 200)
Object

Response Content Type application/xml  ~

http://localhost:8500/rest/rest2016/api-docs/authors2016

Show/Hide

List Operations

Explore

Expand Operations

Parameters
Parameter Value Description Parameter Type Data Type
authorid |(required) | path string

Try it out!

Jauthors2016/authorUpdate

S /authors2016/authorAdd

Jauthors2016/authorsList

[ BASE URL: /rest/rest2016 |
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Analytics Dashboard
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Analytics Dashboard - Home
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Analytics Dashboard — Setting Time Frame
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Analytics Dashboard - Errors
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Helpful Links

REST RESOURCES

Getting started with RESTful web services in

ColdFusion

REST Web Services In ColdFusion

Generating Swaqqger Docs

Swagger Docs CFML

Enable CORS Support

Getting CORS To Work With Apache

SOFTWARE
Adobe ColdFusion

SoapUl

Postman

Boomerang

Swagger Ul

APl MANAGER RESOURCES

ColdFusion APl Manager Overview

APl Manager Features Summary

Adobe ColdFusion APl Manager Administrator

Introduction to Adobe ColdFusion APl Managerl

API| Administrator Portal

API| Manager-Metrics and Logging

API| Manager Analytics Dashboard

API| Manager Authentication Types
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https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/swagger-support.html
https://github.com/webonix/swagger-docs-cfml
http://enable-cors.org/server.html
http://awesometoast.com/cors/
http://swagger.io/
http://swagger.io/
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
http://swagger.io/
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/features-summary.html
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/api-mgmt-server-admin.html
https://helpx.adobe.com/coldfusion/api-manager/api-manager-metrics-logging.html
http://www.adobe.com/devnet/coldfusion/articles/analytics-dashboard.html
https://helpx.adobe.com/coldfusion/api-manager/authentication-types.html

APPLICATION DEMO




This Is The End

QUESTIONS?

62 Proprietary & Confidential



